Network Security Policy
Introduction
This document defines the Network Security Policy for <NAME OF THE ORGANISATION>. The Network Security Policy applies to all business functions, information contained on the network, the physical environment and relevant people who support the network. It sets out the organisation's policy for the protection of the confidentiality, integrity and availability of the network and establishes the security responsibilities for network security.

Aim
The aim of this policy is to ensure the security of <NAME OF THE ORGANISATION>'s network. And to:

· Ensure availability

· Ensure that the network is for users.

· Preserve integrity

· Protect the network from unauthorised or accidental modification ensuring the accuracy and completeness of the organisation's assets.

· Preserve confidentiality

· Protect assets against unauthorised disclosure.

Network definition
The network is a collection of communication equipment such as servers, computers, printers, and modems, which has been connected together by cables.  The network is created to share data, software, and peripherals such as printers, modems, fax machines, Internet connections, CD-ROM, hard disks and other data storage equipment.
Scope of this Policy
This policy applies to all network elements in <NAME OF THE ORGANISATION>, used for:

· The storage, sharing and transmission of data and images

· Printing or scanning data or images

· The provision of Internet systems for receiving, sending and storing data or images.
The Policy
The <NAME OF THE ORGANISATION> information network will be available when needed, can be accessed only by legitimate users and will contain complete and accurate information.  The network is able to withstand or recover from threats to its availability, integrity and confidentiality.  To satisfy this, <NAME OF THE ORGANISATION> will undertake the following,
· Protect all hardware, software and information assets under its control. Ensure that measures are in place to detect and protect the network from viruses and other malicious software. 
· Provide both effective and cost-effective protection that is commensurate with the risks to its network assets.

· Implement the Network Security Policy in a consistent, timely and cost effective manner.

· Where relevant, <NAME OF THE ORGANISATION> will comply with:

· Copyright, Designs & Patents Act 1988

· Access to Health Records Act 1990

· Computer Misuse Act 1990

· The Data Protection Act 1998

· The Human Rights Act 1998

· Electronic Communications Act 2000

· Regulation of Investigatory Powers Act 2000

· Freedom of Information Act 2000

· Health & Social Care Act 2001

· <NAME OF THE ORGANISATION> will comply with other laws and legislation as appropriate.
· <NAME OF THE ORGANISATION> will ensure that maintenance contracts are fulfilled and periodically reviewed for all network equipment.  All contract details will constitute part of the Asset register.

· <NAME OF THE ORGANISATION> is responsible for ensuring that a log of all faults on the network is maintained and reviewed.
· This policy should be reviewed annually under the authority of the Chief Executive Officer.  
· Ensure that the network is monitored for potential security breaches. All monitoring will comply with current legislation.

· All potential security breaches must be investigated and reported to the Officer responsible for Information Security. Security incidents and weaknesses must be reported in accordance with the requirements of the organisation's incident reporting procedure.
· Ensure that there is an effective configuration management system for the network.

· Ensure that business continuity plans and disaster recovery plans are produced for the network.  The plans must be reviewed by the Officer responsible for Information Security and tested on a regular basis.

Physical & Environmental Security

· Network computer equipment will be housed in a controlled and secure environment.  Critical or sensitive network equipment will be housed in an environment that is monitored for temperature, humidity and power supply quality.

· Critical or sensitive network equipment will be housed in secure areas, protected by a secure perimeter, with appropriate security barriers and entry controls.  

· Critical or sensitive network equipment will be protected from power supply failures.

· Critical or sensitive network equipment will be protected by intruder alarms and fire suppression systems.

· Smoking, eating and drinking is forbidden in areas housing critical or sensitive network equipment.

· All visitors to secure network areas must be authorised by <NAME OF THE ORGANISATION> manager.
· All visitors to secure network areas must be made aware of network security requirements.

· All visitors to secure network areas must be logged in and out.  The log will contain name, organisation, purpose of visit, date, and time in and out.
Access Control to the Network

· Access to the network will be via a secure log-on procedure, designed to minimise the opportunity for unauthorised access.  Remote access to the network will conform to the <NAME OF THE ORGANISATION>'s Remote Access Procedure.

· Access rights to the network will be allocated on the requirements of the user's job, rather than on a status basis.

· Security privileges (i.e. 'super user' or network administrator rights) to the network will be allocated on the requirements of the user's job, rather than on a status basis.

· All users to the network will have their own individual user identification and password.

· Users are responsible for ensuring their password is kept secret.

· User access rights will be immediately removed or reviewed for those users who have left <NAME OF THE ORGANISATION> or changed jobs.

· Third party access to the network will be based on a formal contract that satisfies all necessary <NAME OF THE ORGANISATION> security conditions.

Data Backup and Restoration

· The Network Officer is responsible for ensuring that backup copies of network configuration data are taken regularly.


· Documented procedures for the backup process and storage of backup tapes will be produced and communicated to all relevant staff. 

· All backup tapes will be stored securely.

· Documented procedures for the safe and secure disposal of backup media will be produced and communicated to all relevant staff.

· Users are responsible for ensuring that they backup their own data to the network server.

User Responsibilities, Awareness & Training
· The <NAME OF THE ORGANISATION> will ensure that all users of the network are provided with the necessary security guidance, awareness and where appropriate training to discharge their security responsibilities.

· All users of the network must be made aware of the contents and implications of the Network Security Policy.
· All personnel or agents acting for the organisation have a duty to safeguard hardware, software and information in their care.

· Prevent the introduction of malicious software on the organisation's IT systems.

· Report on any suspected or actual breaches in security.

· Irresponsible or improper actions by users may result in disciplinary action(s).

Secure Disposal or Re-use of Equipment

· Ensure that where equipment is being disposed of, staff must ensure that all data on the equipment, e.g. on hard disks or tapes, is securely overwritten.  Where this is not possible staff should physically destroy the disk or tape. 
· Ensure that where disks are to be removed from the premises for repair, where possible, the data is securely overwritten or the equipment de-gaussed by the IT Department.

Unattended Equipment and Clear Screen

· Users must ensure that they protect the network from unauthorised access.  They must log off the network when finished working.  

· The <NAME OF THE ORGANISATION> operates a clear screen policy that means that users must ensure that any equipment logged on to the network must be protected, if they leave it unattended, even for a short time. Workstations must be locked (Ctrl + L or Ctrl+Alt+Del) or a screensaver password activated if a workstation is left unattended for a short time.

· Users failing to comply will be subject to disciplinary action.

Information Security Officer's Responsibilities

· Acting as a central point of contact on information security within the organisation, for both staff and external organisations.

· Implementing an effective framework for the management of security.

· Co-ordinate information security activities, particularly those related to shared information systems or IT infrastructures.

· Liaise with external organisations on information security matters, including representing the organisation on cross-community committees.

· Ensuring that appropriate Data Protection Act notifications are maintained for information stored on the network.

· Advising users of information systems, applications and networks of their responsibilities under the Data Protection Act, including Subject Access.
· Ensuring that risks to IT systems are reduced to an acceptable level by applying security countermeasures identified following an assessment of the risk.

· Ensuring the systems, application and/or development of required policy standards and procedures in accordance with needs, policy and guidance set centrally.

· Ensuring that access to the organisation's network is limited to those who have the necessary authority and clearance.

Risk Assessment

Every time anyone uses <NAME OF THE ORGANISATION> networked systems it is exposed to risk. The risks it faces are also highly dependent on context. Factors such as the size of the network, the nature of the work, and the number of people using <NAME OF THE ORGANISATION> networked resources.

Risk Area 1: Password Security

Passwords are the ONLY defence against the hacker and deserve to be taken seriously no matter how low the risk is. Make sure it is not widely known and certainly not displayed anywhere near the computer. In a server environment, network administrators centrally control passwords, including enforcing minimum length, complexity and frequency of changing passwords. 

Risk Area 2: Exploited Users

One of the best ways to bypass security is to trick the user into providing information direct to the hacker. In order to mitigate this type of risk, we need to be certain that all the users are aware of phenomena, such as phishing, and do not give information out by responding to hoax emails or telephone calls. 

The inexperienced user can also create havoc on a network by visiting high risk websites, such as those concerned with shopping, MP3’s, smiley, gambling, dating, chat rooms, free software, peer-to-peer file sharing etc. At first this may seem trivial, but can expose the network to far more serious risks. The ‘cure’ for these risks, is to have regularly updated anti-virus software installed and scanning on all machines as well as specialist anti-spy ware / pop-up blocking tools where needed. On the preventative side, you will need to ensure that all updates for the operating systems and web browser software are downloaded and installed. 

Risk Area 3: Viruses

Unlike spyware, popup and Trojans, viruses target users indiscriminately. Low risk environments are particularly prone to viruses, as those using computer systems often don’t need to think about security with the same levity as users in higher risk environments. Nevertheless, regularly updated and valid virus protection should be considered essential for every PC (especially Windows PCs). 

Risk Area 4: Internet Based Hacking

Automated and therefore random ‘probing’ of computers connected to the internet is a fact of modern life. <NAME OF THE ORGANISATION> has a basic router with some firewall capabilities to ensure that these probes do not yield results. 

Risk Area 5: Misuse of PC’s

The last category of risk applies to the higher risk environments where unknown or not trusted users have access to PCs. Although it may not be immediately obvious, the mere fact of logging into a PC may grant them sufficient privileges to stop it from functioning properly. Malicious users could uninstall printers, change system settings, delete crucial files or install software that puts equipment and data at risk. Preventing this kind of risk is all about ‘locking down’ the PCs such that those users are barred from these types of activity. 
Network Security Checklist

Network security is a serious business. The following checklist highlights the major areas to pay attention to. 

Users: Should know about the causes of spyware, popup and Trojans and understand basic principles of security, such as suspicious emails and password security.
Software: Users should not download any software, which are not related to the work they perform. All the software downloads should be made with prior permission.
Secure passwords: Secured passwords for all PC users and also on routers and WIFI points.

Policies: Acceptable use of IT systems, confidentiality and use of passwords policy.
Anti-virus/spyware etc: Regular update (centrally managed) of anti-virus, anti-Trojan and anti-spyware software. 

Updates: Regular update of PC’s and servers with the latest security patches.
Monitoring & Control: Regulated access to the internet, shared files and shared PC’s.
Breach of Protocol
If a breach of the protocol occurs <NAME OF THE ORGANISATION> logs the incident and investigates. All breaches actual and/or potential should be reported to the next planned meeting. This could be verbal or a written report with the appropriate action.
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